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About this TP

• In this TP, you will be learning: 


• bash(the standard Linux shell), 


• Standard Linux commands like ls, cp, mv, etc.


• Common advanced commands like grep, ps, etc.


• The real-time system monitoring command: top.



Introducing bash
Kernel

• The kernel is a computer program that forms the core of a computer’s operating 
system, having complete control over all aspects of the system. It manages:


• File management


• Process management


• I/O management


• Memory Management


• Device Management


• …



Introducing bash
Shell

• A shell is a special user program that provides an interface for users to use 
operating system services. Shell accepts human-readable user commands 
and converts them into something the kernel can understand.


• Command Line Shell: can be accessed using a  
command line interface (aka. Terminal) 


• Graphical Shell: GUI



Introducing bash
Bash (Bourne Again SHell)

• It is the most widely used shell in Linux systems and the default login shell in 
macOS (nowadays, macOS comes with zsh: another shell), and it can also be 
installed on Windows OS.



Introducing bash
Are you running bash?

• You can check to see if you are running bash 
by typing: 
 
$ echo $SHELL 
 
/bin/bash 

• If the above line gave you an error or didn't 
respond similarly to our example, you may 
be running a shell other than bash. 



Linux commands
cd

• Let’s start using bash to navigate around our filesystem.  
$ cd / 

• We have just navigated to /, also known as the root directory; all the 
directories on the system form a tree, and / is considered the top of this 
tree, or the root. cd sets the directory where you are currently working, also 
known as the current working directory.



Linux commands
Paths - Absolute Paths

• An absolute path is a full path that specifies the location of a file or directory 
from the root directory (‘/’).


• To see bash’s current working directory,  
you can type: 
$ pwd

Here are some absolute paths:

/dev 
/usr 
/usr/bin 
/home

As you can see, the one thing that all 
absolute paths have in common is that 
they begin with /. 



Linux commands
Paths - Relative Paths

• A relative path specifies the location of a file or directory in relation to the 
current working directory.  

• Relative paths never begin with /. 



Linux commands
Paths - . .. ~ -

• UNIX offers a shortcut in the relative pathname: 

• . (Dot): represents the current directory


• .. (Double Dots): represents the parent directory


• ~ (Tilde): represents the home directory


• Bonus: - 
$ cd - : it takes you to previous directory



Linux commands
ls

• ls is a Linux shell command that lists the directory contents of files and directories. 
ls [option] [file/directory] 

• -l: known as a long format that displays detailed information about files and directories.


• -a: represent all files, including hidden files and directories.


• -t: Sort files and directories by their last modification time, displaying the most recently modified ones first.



Linux commands
ls -l

• The first character indicates the file type:


• - : regular file


• d : directory


• l : symbolic link


• Next 9 characters represent file permissions:


• r : read


• w : write


• x : execute



Linux commands
Permissions - chmod

• In Unix operating systems, the chmod command is used to change the file's access mode. The name is an abbreviation of change mode.  
chmod [options] [mode] [File_name]


• The “mode” helps set new permissions that must be applied to files or directories. This mode can be specified in several ways; we will discuss the Symbolic and 
the Octal modes. 


• Symbolic Mode: we have to combine letters and operators to set or tell what to do with permissions. 
chmod u+rwx lab01.txt


• + : add permissions


• - : remove permissions


• = : set the permissions to the specified values


• u : owner


• g : group 


• o : others 


• a : all (owner, groups, others)



Linux commands
Permissions - chmod

• In Unix operating systems, the chmod command is used to change the file's access mode. The name is an abbreviation of change mode.  
chmod [options] [mode] [File_name]


• The “mode” helps set new permissions that must be applied to files or directories. This mode can be specified in several ways; we will discuss the Symbolic and the 
Octal modes. 


• Octal Mode: we specify permission using a three-digit number. 
chmod 674 lab01.txt


• 4 : read permission


• 2 : write permission


• 1 : execute permission


• In this example 
chmod 674 lab01.txt


• 6: read and write permission for owner


• 7: read, write and execute permission for group


• 4: read permission for others



Linux commands
mkdir

•  In Linux, the ‘mkdir’ command is like a magic wand for easily creating folders. ‘mkdir’ 
stands for “make directory”.  
mkdir [options...] [directory_name] 
mkdir lab


• -help: displays help-related information for the mkdir command and exits.


• -version: displays the version number and additional information about the license 
for mkdir.


• -m: sets file modes or permissions for the created directories. The syntax follows 
that of the chmod command.



Linux commands
touch

• The touch command is a fundamental command used in the UNIX/Linux 
operating system to create, change, and modify the timestamps of a file. 
touch [options] file_name 
touch lab01.txt 
touch lab01.txt lab02.txt 

• If the file does not exist, then a new,  
empty file will be created.



Linux commands
echo - cat

• Now that the file exists as lab01.txt under the test directory, let's add some data to the file using echo. 
echo "this is me writing to the lab01.txt file" > lab01.txt


• The greater-than sign “>” tells the shell to write echo’s output to a file called lab01.txt. This file will be created if it 
does not exist and will be overwritten if it is exist


• The cat command in Linux is more than just a simple tool; it allows users to view, concatenate, create, copy, 
merge, and manipulate file contents.


• To display the content of the file in the terminal, use the cat command: 
cat [OPTION] [FILE]



Linux commands
cp - mv

• A common thing to do in Linux is copying files. The key tool for this task is the “cp” command. 
cp source_file destination 

• cp lab01.txt lab01_copy.txt 

• In this example, if the lab01_copy.txt file does not exist, it is created, and it is a copy of the 
lab01.txt file. If not, it is overwritten without any warning.


• cp lab01.txt lab01_copy.txt /new 

• This command copies lab01.txt and lab01_copy.txt files to new directory.


• cp -R source_directory destination_directory 

• This command copies all files from source_directory into destination_directory.



Removing files
rm - rmdir

• rm stands for remove here. rm command removes objects such as files, directories, symbolic links, 
etc. 
rm [OPTION]... FILE… 

• rm lab01_copy.txt  

• It removes the lab01_copy.txt file. 


• rm -rf test 

• It removes the test directory, which is not  
an empty directory.


• The rmdir command in Linux is specifically  
designed to remove empty directories.



Linux commands
man

• The man command, short for manual, is a powerful tool in the 
Linux operating system that allows users to access detailed 
information about various commands, utilities, and system calls. 
The man command is essentially the Linux manual reader.  
man [option] [command]


• man command: display the manual page for the specified 
command.


• -f, -whatis: display a concise one-line description of the 
command.


• -k, -apropos: search for commands related to a given keyword.


• -a, -all: display all matching manual pages for the specified 
command.


• You can exit with “q”.



Linux commands
grep

• It is used to search for a specific pattern within 
files. It stands for "global regular expression 
print." 
grep [options] pattern [files]


• -c : this prints only a count of the lines that 
match a pattern.


• -l : displays list of a filenames only.


• -n : displays the matched lines and their line 
numbers.


• -v : prints out all the lines that do not match the 
pattern. 



Linux commands
top

• In Linux, the top command is a dynamic and interactive tool that provides real-time information about system processes. It offers a comprehensive 
view of running processes, system resource utilization, and other critical system metrics.


• PID: process id


• USER: owner of the process


• PR: priority


• VIRT: virtual memory usage


• COMMAND: command or process name


• %CPU: percentage of CPU usage


• %MEM: percentage of memory usage


• TIME+: total CPU time


• S: process status (S: Sleeping, R: Running, I: Idle)


• …



Listing processes
ps

• Linux is a multitasking and multi-user operating system. It allows multiple processes to run concurrently without interfering.


• In Linux, a process is a running instance of a program. (We will talk about this later in the semester.)


• The ps command, which stands for “process status,” is like a computer tool that helps you see what’s happening inside your Linux computer. 


• a : lists all running processes for all users.


• u : expands the output to include additional information like CPU and memory usage.


• x : includes processes without a TTY, showing background processes not tied to a specific terminal session.


• In the output of ps:


• PID: the unique process ID


• TTY: terminal type that the user is logged into


• TIME: amount of CPU in minutes and seconds that the process has been running


• CMD: name of the command that launched the process



Interacting with processes
kill

• kill command in Linux is a built-in command that is used to terminate processes manually.  
kill [signal] PID


• [signal] = We have to specify the signal and if we don’t specify the signal, the default 
signal `SIGKILL` is sent to kill the process


• -9: SIGKILL: it kills the process


• -2: SIGINT: it interrupts from keyboard


• -15: SIGTERM: it terminates the signal


• kill -l: shows the list of options, for example kill -l TERM gives the number of the signal.



Killing a process
ps - kill


